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Abstract—Cryptojacking attacks in cloud Docker environ-
ments exploit computational resources for unauthorized cryp-
tocurrency mining, degrading performance and increasing op-
erational costs. Existing detection methods suffer from perfor-
mance overhead, the inability to detect obfuscated activities,
or the detection of runtime attacks. We present a lightweight
Deep Learning (DL) framework analyzing resource utilization
patterns for cryptojacking detection in controlled experimental
environments. Our methodology employs temporal feature ex-
traction from cloud Virtual Machine (VM) metrics (i.e., CPU,
memory, disk I/0, and network utilization) and evaluates four
popular DL architectures against direct mining and obfus-
cated scenarios. Systematic evaluation across Bitcoin, Ethereum,
Shiba Inu, and Monero demonstrates that four architectures
achieve 1.0 accuracy in our experimental setup. The optimal
CNN architecture utilizes 4,548 parameters, maintains > 0.97
precision in obfuscated scenarios, and achieves < 0.001% false
positive rates. The framework enables efficient cryptojacking
detection in containerized environments with minimal compu-
tational overhead while maintaining robust security capabilities
under controlled evaluation conditions.

Index Terms—Cryptojacking, Deep Learning, Cloud Security,
Docker Containers, Cryptocurrency Mining, Cloud Computing

I. INTRODUCTION

Docker has emerged as the predominant containerization
platform since its introduction by Docker Inc. in 2013, revo-
lutionizing application deployment through its lightweight,
portable, and efficient architecture. It enables rapid de-
ployment, scaling, and efficient resource utilization across
diverse environments from development to production, with
millions of containers deployed daily across cloud platforms,
on-premises data centers, and hybrid infrastructures [1].
The platform provides essential benefits, including minimal
downtime, seamless application updates, and consistent op-
eration through application and dependency isolation.

However, Docker general adoption has introduced signif-
icant security vulnerabilities, particularly in cloud environ-
ments where containers share the host operating system and
resources [2]. The shared kernel architecture creates attack
vectors through which exploits affecting one container can
compromise both the host system and co-located containers.
Among emerging threats, cryptojacking attacks represent
a particularly insidious security challenge, where attackers
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exploit container resources for unauthorized cryptocurrency
mining, causing severe performance degradation and in-
creased operational costs.

Cryptojacking attacks in containerized environments man-
ifest through multiple attack vectors: supply chain attacks
with malicious code injection into Docker images [3], ex-
ploitation of misconfigurations such as containers running
with root privileges, and vulnerable dependencies in con-
tainer images [2]. These attacks cause substantial consump-
tion of Central Processing Unit (CPU), memory, and power
resources, degrading system performance for legitimate ap-
plications while generating unexpected operational expenses
through increased electricity consumption and accelerated
hardware degradation.

The complexity of large-scale Docker deployments com-
pounds the security challenge, making the monitoring and
securing of every container instance challenging. Attackers
can exploit unpatched vulnerabilities, weak access controls,
or configuration errors to infiltrate systems, propagate mali-
cious mining software across multiple containers, or directly
deploy unauthorized crypto-mining containers [1], [4].

This paper addresses the need for effective detection
mechanisms to mitigate cryptojacking attacks in cloud-based
Docker environments. Specifically, we investigate three fun-
damental research questions: (i) Can crypto-mining activ-
ities on cloud Virtual Machines (VMs) be detected? (ii)
Can we distinguish VMs running legitimate containerized
applications from those executing crypto-mining containers?
(iii) Can crypto-mining Docker containers be effectively
identified within cloud VM environments?

To address these questions, we propose a Deep Learning
(DL)-based detection framework that analyzes resource usage
patterns, including CPU utilization, memory consumption,
disk usage, and network traffic characteristics. Our method-
ology involves systematic data collection from VMs run-
ning both legitimate and crypto-mining Docker containers,
advanced sequential feature extraction from raw system
metrics, and evaluation of four distinct Neural Network (NN)
architectures optimized for classifying normal versus crypto-
mining activities across diverse cryptocurrency mining sce-
narios.

Contribution. (i) We develop and evaluate four DL archi-
tectures specifically optimized for cryptojacking attack de-



tection, achieving high classification accuracy with minimal
computational overhead. (ii) We establish a systematic tem-
poral resource utilization analysis methodology that captures
subtle mining signatures through sequential processing, auto-
matically extracting discriminative patterns without manual
feature engineering. (iii) We provide evaluation across direct
cryptojacking attacks and obfuscation scenarios, demonstrat-
ing robust detection capabilities even when malicious min-
ing activities are concealed within legitimate computational
workloads.

Paper Organization. Section II presents preliminaries
and related work in container security and crypto-mining
detection. Section III presents our adversarial model and
defines two operational scenarios representing varying attack
levels. Section IV details our methodology and proposed
solution. Section V provides performance evaluation through
systematic experimentation and resource utilization pattern
analysis. Section VI concludes with key findings, implica-
tions for cloud security, and future directions.

II. PRELIMINARIES AND RELATED WORK

Docker containers have revolutionized application deploy-
ment through lightweight virtualization, leveraging Linux
kernel features including cgroups and namespaces for re-
source isolation. Unlike traditional VMs, containers share
the host kernel while maintaining application-level isolation,
achieving millisecond startup times and efficient memory
usage [5]. However, this shared kernel architecture creates
security vulnerabilities where kernel exploits can compro-
mise multiple containers simultaneously [4]. Modern cloud
deployments integrate containerization with microservices
architectures, enabling dynamic scaling across distributed
infrastructure where thousands of containers execute with
shared computational resources [6]. This operational com-
plexity introduces significant monitoring challenges for de-
tecting unauthorized activities within highly dynamic envi-
ronments.

Cryptojacking attacks exploit cloud computational re-
sources for unauthorized cryptocurrency mining, targeting
Bitcoin, Monero, ZCash, and other emerging alternatives.
These attacks manifest through supply chain compromise,
configuration exploitation, and runtime payload injection [7],
substantially degrading legitimate application performance
while generating increased operational costs. Contemporary
container security research has established threat models
across container lifecycle stages [1], [2], [4], identifying
vulnerabilities including image vulnerabilities, exposed API
endpoints, container escape attacks, and network configura-
tion weaknesses.

Existing crypto-mining detection methodologies demon-
strate diverse approaches with distinct limitations. System
call analysis [8] provides behavioral monitoring but in-
troduces performance overhead unsuitable for production
environments. Network traffic analysis [9]-[11] offers non-
intrusive detection but suffers from VPN obfuscation and en-

cryption limitations. Static analysis techniques [12] demon-
strate high pre-deployment accuracy but cannot detect run-
time injection attacks. These methodologies lack lightweight,
resource-efficient detection mechanisms suitable for large-
scale cloud deployments without performance degradation.

Our research addresses these limitations through a resource
utilization-based detection framework that balances detection
accuracy with operational efficiency. Through analysis of
CPU usage patterns, memory consumption, disk utilization,
and network traffic characteristics, our approach provides
lightweight monitoring suitable for cloud-native environ-
ments while maintaining robust detection capabilities against
cryptojacking attacks across diverse cryptocurrency mining
scenarios.

III. ADVERSARIAL MODEL AND SCENARIOS
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Fig. 1: Adversarial scenarios: (a) Direct crypto-mining
container deployment without obfuscation, (b) Obfuscated
crypto-mining deployment utilizing legitimate containers for
activity camouflage.

Our adversarial model demonstrates the threat landscape
for cryptojacking attacks in cloud-based containerized en-
vironments. Adversaries exploit computational resources
within the cloud provider’s VMs for profit generation through
Docker containers configured with mining pool specifica-
tions, target cryptocurrency selection, and wallet addresses.
The threat model encompasses two operational scenarios rep-
resenting varying attack levels, reflecting real-world patterns
from straightforward resource exploitation to sophisticated
techniques.

Direct Crypto-Mining represents fundamental attacks
where adversaries prioritize maximum resource utilization
over stealth. The adversary deploys dedicated crypto-mining
containers within compromised VMs, maximizing CPU, disk
I/0, memory, and network bandwidth exploitation exclu-
sively for mining operations. This approach generates op-
timal profits through complete system resource dedication
while maintaining operational simplicity, making detection
straightforward through resource monitoring techniques.

Obfuscated Crypto-Mining represents threats where ad-
versaries implement sophisticated obfuscation techniques to
evade detection systems. The adversary simultaneously de-
ploys multiple container types: benign (legitimate) contain-
ers, associated client applications, and crypto-mining con-
tainers operating concurrently within the same VM environ-
ment.



The obfuscation works through the simulation of legit-
imate activities. Web server containers and client scripts
generate authentic computational workloads through math-
ematical operations, API communications, and disk I/O ac-
tivities, consuming substantial system resources. The crypto-
mining container operates concurrently, sharing the same
resource pool while its signature becomes obscured within
broader computational activity. This multi-container deploy-
ment maintains crypto-mining profitability while creating
detection complexity, as security monitoring systems may
attribute elevated resource consumption to legitimate ap-
plications rather than identifying embedded crypto-mining
activities.

These scenarios establish the foundation for our detection
methodology evaluation, representing the spectrum of threat
sophistication from direct resource exploitation to advanced
evasion techniques. This dual-scenario approach enables
thorough assessment of detection framework effectiveness
across varying attack complexities, ensuring robust security
capabilities against both opportunistic and sophisticated cryp-
tojacking operations in cloud-native environments.

IV. METHODOLOGY AND PROPOSED SOLUTION

We focus on developing a resource-efficient DL framework
suitable for cloud environments. Our framework captures
subtle temporal mining activity signatures, validates detec-
tion performance against obfuscation techniques through
multi-architecture comparison, and demonstrates practical
applicability across diverse cryptocurrency mining scenarios
with minimal computational overhead.

Experimental Setup. We employ controlled environments
utilizing standardized VMs with 4-core CPU configurations,
4 GB RAM capacity, and 25 GB storage running Ubuntu
22.04.4 LTS with Docker version 25.04. Cryptojacking activ-
ities are systematically executed using the Ipsm-dev Docker
crypto-miner image [13] across four selected cryptocurren-
cies: Bitcoin, Ethereum, Shiba Inu, and Monero, chosen
based on market significance.

Data Collection. Resource monitoring employs standard
utilities, including mpstat, free, sar, and iostat, capturing CPU
utilization percentages, memory consumption patterns, bidi-
rectional network I/O rates, and disk operation throughput.
Experimental control is maintained through simultaneous
baseline data collection from identical VM configurations
operating without crypto-mining containers. Extended data
collection periods of 168 hours per experimental configura-
tion ensure sufficient temporal coverage for robust sequential
pattern extraction and model training/validation.

Resource Utilization Analysis. Fig. 2 illustrates the dis-
tinctive resource consumption signatures that differentiate
cryptojacking activities from legitimate activity across four
metrics over extended temporal periods. The analysis reveals
clear differences in CPU utilization patterns, where crypto-
mining activities exhibit sustained high-intensity consump-
tion ranging from 200-400% compared to baseline legitimate
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Fig. 2: Resource consumption signatures.

activity maintaining 20-50% utilization levels. Memory con-
sumption displays clear discriminative characteristics, with
mining activity consistently operating within 60-70% mem-
ory utilization while legitimate activity remains within 20-
25% ranges.

Each cryptocurrency demonstrates unique resource finger-
prints, with Bitcoin and Ethereum exhibiting the most inten-
sive CPU consumption patterns, while Shiba Inu and Monero
display moderate but distinguishable signatures. Disk I/O ac-
tivity maintains relatively stable patterns across all scenarios
but preserves subtle yet measurable differences that con-
tribute to classification accuracy. Network 1/O patterns show
minimal variation between mining and legitimate activities,
confirming that network-based detection approaches face
inherent limitations in discriminating between operational
categories.

Data Pre-Processing. The feature engineering method-
ology transforms raw resource utilization metrics into
structured temporal sequences, preserving important time-
dependent patterns essential for accurate cryptojacking de-
tection. Resource utilization data is preprocessed through
sliding-window techniques, creating fixed-length sequences
of 50 timesteps with configurable overlap ratios. Each tempo-
ral sequence encompasses seven system metrics: CPU utiliza-
tion percentage, memory consumption percentage, memory
usage in kilobytes, network input/output rates, and disk
input/output operations. Sequential preprocessing includes
comprehensive data cleaning, missing value imputation, and
standardized normalization through StandardScaler imple-
mentation to ensure optimal neural network convergence
characteristics.

Deep Learning Architecture. To identify the most suit-
able DL architecture, we evaluate four distinct models op-
timized for different computational constraints and deploy-
ment scenarios: The Dense Network employs sequential fully



connected layers with 64 and 32 neurons, achieving 0.999
test accuracy with 24,676 parameters. The Convolutional
Neural Network (CNN) implements two one-dimensional
convolutional layers with 16 and 32 filters, achieving 1.0
test accuracy using only 4,548 parameters through strategic
batch normalization and global average pooling. The LSTM
addresses temporal dependency modeling through 32 mem-
ory units, utilizing 6,308 parameters while achieving 1.0
classification accuracy. The CNN-LSTM combines convolu-
tional pattern recognition with temporal modeling strength,
employing 7,876 parameters while achieving 1.0 accuracy.
Training and Validation. The train-test split is set to an
80/20 ratio, ensuring balanced representation across all cryp-
tocurrency categories. Each architecture employs Adam op-
timization with adaptive learning rate scheduling, categorical
cross-entropy loss functions, and early stopping mechanisms.
Training configurations utilize batch sizes of 64 samples
with maximum epochs set to 50, implementing systematic
convergence monitoring for optimal model performance.

V. PERFORMANCE EVALUATION

The evaluation framework comprises three experiments
capturing the complete spectrum of adversarial scenarios
from our threat model. The baseline Client-Server experiment
establishes legitimate operational patterns using Flask web
server containers with dynamic client scripts generating
computational workloads through Fibonacci calculations and
API communications. The Single Crypto-Mining Container
experiment isolates pure cryptojacking behavior by deploying
dedicated mining containers for Bitcoin, Ethereum, Shiba
Inu, and Monero across separate VM instances. The crypto-
mining and Client-Server experiment implements obfusca-
tion strategies by simultaneously deploying legitimate work-
load containers alongside crypto-mining operations.

Each experimental configuration was executed for 168
hours across independent VM instances, generating datasets
ranging from 222,841 baseline samples to approximately
300,000 samples per cryptocurrency mining scenario, pro-
viding sufficient data volume for model validation and
performance assessment. Bitcoin and Ethereum exhibit the
most intensive CPU consumption patterns, while Shiba Inu
and Monero display moderate but distinguishable signatures.
Disk I/O operations exhibit relatively stable patterns across
scenarios, while preserving measurable differences that con-
tribute to classification accuracy. Network 1/O patterns show
minimal variation between mining and legitimate activities,
confirming that network-based detection approaches face
inherent limitations in discriminating between operational
categories.

DL Architecture Performance Assessment. Evaluation
across all proposed architectures demonstrates strong per-
formance, with four models achieving 1.0 test accuracy
in cryptocurrency classification tasks. Table I presents a
detailed performance comparison across four distinct NN ar-
chitectures, revealing significant variations in computational

TABLE I: Performance comparison of DL architectures in
controlled experimental environment.

Architecture | Accuracy | Parameters | Training Epochs
Dense 0.99 24,676 21
CNN 1.0 4,548 30
LSTM 1.0 6,308 31
CNN-LSTM 1.0 7,876 50

efficiency and training requirements. The CNN architecture
achieves optimal performance with 4,548 parameters, trained
over 30 epochs, thereby establishing an effective balance
between detection accuracy and computational efficiency.
This lightweight design enables practical deployment in
resource-constrained cloud environments where operational
costs directly correlate with computational overhead. Our
DL architectures automatically extract discriminative patterns
from raw temporal sequences without manual feature en-
gineering, simplifying deployment while maintaining robust
detection capabilities.

Unlike ensemble methods (e.g., Random Forest [10], [11])
requiring extensive feature engineering, our DL architectures
automatically extract relevant patterns from raw temporal se-
quences, reducing preprocessing complexity while improving
detection accuracy. The lightweight nature of our proposed
architectures addresses critical deployment constraints in
cloud environments where computational efficiency directly
impacts operational costs.
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Fig. 3: Weighted average of accuracy, precision, recall, and
Fl1-score across all DL architectures.

Fig. 3 illustrates the weighted average across multiple
evaluation dimensions, demonstrating consistent performance
in accuracy, precision, recall, and Fl-score metrics across
all architectures. The performance consistency validates the
discriminative power of our sequential feature extraction
methodology, while highlighting the efficiency characteristics
of convolutional approaches for temporal pattern recognition
in resource utilization data.

Obfuscated Scenario Performance Analysis. Table II
presents performance metrics for our most challenging eval-
uation scenario, where crypto-mining activities operate con-
currently with legitimate computational workloads designed
to obscure malicious signatures.



TABLE II: Performance evaluation for obfuscated crypto-
mining detection with concurrent legitimate and malicious
container deployment.

Currency | Precision | Recall | F1 Score TPR FPR
BTC 0.98897 | 0.99702 | 0.99298 | 0.99702 0.00785
ETH 0.98460 | 0.98551 | 0.98506 | 0.98551 0.00385
SHIB 0.98016 | 0.97308 | 0.97661 | 0.97308 0.00492
XMR 0.98236 | 0.98052 | 0.99987 | 0.98144 0.00440

oS 0.99997 1.000 0.99998 1.000 | 6.73x107C

Performance in obfuscated scenarios demonstrates strong
capabilities against sophisticated obfuscation in our experi-
mental environment. Legitimate activity detection maintains
near-optimal performance with false positive rates below
0.001%, ensuring practical viability in production environ-
ments. Cryptocurrency-specific detection maintains precision
levels exceeding 97% across all tested scenarios, validating
the generalizability of our approach beyond specific mining
algorithms or network protocols.

Fig. 4 presents Receiver Operating Characteristic (ROC)
curve analysis demonstrating strong discrimination capa-
bilities across all cryptocurrency categories and legitimate
activities in our controlled evaluation. The Area Under the
Curve (AUC) values of 1.0 for all tested scenarios provide
evidence of our framework’s discriminative ability under
these experimental conditions, indicating strong separabil-
ity between legitimate and malicious operational categories
within our testbed.
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Fig. 4: CNN model ROC-AUC for all cryptocurrencies,
demonstrating effective discrimination between legitimate
activities and crypto-mining operations.

These ROC curves further validate the framework’s dis-
criminative ability, with AUC scores of 1.000 across all
evaluation scenarios in our controlled environment. This per-
formance level indicates that our approach achieves effective
separability between legitimate and malicious activities in
our experimental testbed, providing a promising foundation
for further validation toward production deployment.

Moreover, confusion matrix analysis reveals the precision
of our classification framework across diverse cryptocur-
rency mining scenarios. Fig. 5 demonstrates highly accu-
rate classification for legitimate activities with zero false
negatives in our evaluation dataset, ensuring that normal

operational patterns in our testbed are correctly classified.
Inter-cryptocurrency classification maintains high precision,
with minimal cross-classification errors that do not impact the
fundamental discrimination between legitimate and mining
activities.
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Fig. 5: Confusion matrix for CNN architecture.

The confusion matrix validates the detection framework’s
effectiveness in our controlled environment, demonstrating
that the CNN architecture maintains strong discrimination
between legitimate operations and crypto-mining activities
while achieving high accuracy in cryptocurrency-specific
classification tasks. These results provide a solid foundation
for subsequent validation in production environments.

A. Limitations and Considerations

While our experimental results demonstrate robust de-
tection within controlled environments, several important
limitations require consideration for practical deployment
scenarios.

Experimental Environment Constraints. Our evaluation
employs standardized VM configurations (4-core CPU, 4
GB RAM, 25 GB storage, Ubuntu 22.04.4 LTS), enabling
systematic performance assessment and reproducible vali-
dation. However, cloud infrastructures present substantially
greater heterogeneity across hardware configurations, oper-
ating system versions, and virtualization technologies. The
consistently high accuracy observed may partially reflect our
experimental homogeneity, requiring additional validation
across diverse cloud platforms to establish generalization
capabilities.

Workload Diversity and Representativeness. Our work-
load baseline comprises Flask web server containers gen-
erating computational patterns through Fibonacci calcula-
tions and API communications. Production environments
host a broader range of applications, including scientific
computing, video encoding, database systems, and machine
learning pipelines. Certain legitimate applications, particu-
larly intensive numerical computation or parallel processing
workloads, may exhibit resource patterns similar to crypto-
mining activities. Future work should incorporate extended
workload diversity to validate detection robustness across
broader operational scenarios.
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Temporal and Statistical Validation. Data collection
spans 168-hour periods per configuration, providing suffi-
cient temporal coverage for model training. However, pro-
duction environments exhibit dynamic variations such as
diurnal usage patterns and transient performance anomalies
not fully captured in our experiments. The observed 100%
accuracy across four NN architectures warrants careful in-
terpretation regarding potential overfitting risks. Future vali-
dation should incorporate k-fold cross-validation, leave-one-
cryptocurrency-out evaluation, and testing against diverse
workload categories to strengthen generalization.

Adversarial Robustness and Evasion. Our obfuscated
scenario implements concealment strategies through con-
current legitimate and crypto-mining container deployment.
Adaptive adversaries might employ more sophisticated tech-
niques, including dynamic mining rate throttling, randomized
resource consumption patterns, or mimicry attacks emulating
legitimate signatures. Future work should incorporate sys-
tematic red-team exercises quantifying detection resilience
under adversarial conditions.

Deployment Scalability. For large-scale deployments
monitoring thousands of VM instances, hierarchical moni-
toring architecture as illustrated in Fig. 6 would be needed.
Each compute node deploys a lightweight detection agent
collecting resource utilization metrics through standard Linux
utilities (e.g., mpstat, free, sar, iostat) at configurable sam-
pling intervals. Local agents perform sliding-window pre-
processing and feature extraction, generating sequential input
representations for model inference. Detection agents execute
inference operations locally on each VM, generating binary
classification outputs (legitimate vs. crypto-mining) along
with confidence scores and cryptocurrency type predictions
for positive detections. Aggregation servers collect detection
events from distributed agents, performing alert correlation,
false positive filtering, and statistical anomaly aggregation.

VI. CONCLUSION

This paper presents a lightweight Deep Learning frame-
work for cryptojacking detection in cloud containerized
environments, achieving high classification accuracy with
minimal computational overhead in controlled experimental
conditions. Our CNN architecture achieves 1.0 test accuracy
using only 4,548 parameters while maintaining > 0.97 pre-
cision in obfuscated scenarios and < 0.001% false positive

rates. The framework’s resource utilization-based approach
eliminates performance overhead associated with system call
monitoring or network traffic analysis, enabling practical
deployment in production cloud environments.

The demonstrated effectiveness against obfuscation tech-
niques within our experimental testbed establishes this
methodology as a promising advancement in cloud security.
Our approach provides practitioners with efficient tools for
protecting containerized infrastructures while supporting sus-
tainable computing practices through proactive prevention
of unauthorized resource consumption. Future work will
focus on extensive validation across heterogeneous produc-
tion environments and diverse workload scenarios to further
establish generalization capabilities.
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