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Abstract—Telemedicine is a technique that allows patients
to have health-related consultations without the need to be
physically present in the hospital through phone and video
calling technologies. In recent years, researchers have made many
contributions to reform and facilitate better telemedicine services
through the use of body area networks or wireless body area
networks. This paper presents a testbed where we implement
a lightweight physical layer security scheme, using gray code,
on an IoT-based health monitoring system to secure transmitted
patient readings while preserving its clinical features. We address
several existing adversarial scenarios, where an adversary can
eavesdrop on the packets and infer their content using some
of the existing packet inspection techniques. We prove that the
introduced physical layer security scheme effectively protects the
patient transmitted data, even if read by an adversary.

Index Terms—Telemedicine, eHealth, IoT, Physical Layer Se-
curity, Cyber-Physical Systems

I. INTRODUCTION

Wireless Body Area Networks (WBANs) consists of several
low-power sensor nodes, each of which acquires a specific
physiological parameter from the patient. These nodes act
as a bridge between the patient and the hospital. WBAN is
designed to capture important aspects of the patient’s health
status and detect abnormalities. The use of these data is consid-
ered to lower mortality. Reliable WBAN requires sensors with
the following characteristics: portable, lightweight, and low
on power consumption [1]. Monitoring patients with long-term
chronic disease, namely heart diseases, was (and still) signifi-
cantly challenging during the COVID-19 pandemic. Due to the
nature of the novel virus, many patients were not able to attend
their scheduled meetings because of the imposed lockdown or
fearing contracting this deadly airborne virus. Thus, hospitals
conducted the majority of their appointments either online or
through phone calls [2], [3]. However, for certain diseases,
diagnosis and monitoring patients cannot be conducted unless
the patient is physically present. Tracking and monitoring of
patients are made possible by taking advantage of the latest
Internet of Things (IoT) [4] and Body Area Network (BAN)

technologies [5], namely wearable devices. Wearable devices
include built-in sensors with dedicated processing power and
dedicated features to track physiological changes, such as
heartbeat, blood pressure, breathing, and body temperature.
Wearable devices can also connect to other devices, such
as computers, smartphones, and tablets, by leveraging em-
bedded technologies such as Bluetooth, ZigBee, LTE, and
WiFi [6]. They are commonly used in sports and to track
human health [7]. Nevertheless, those devices are either power-
constrained or not tailored to diagnose and monitor patients
with long-term chronic diseases. Moreover, security issues
concerning the user data always occur, where patients’ data are
left unprotected, leaked, or disseminated [8]. Thus, implement-
ing a secure architecture against nowadays adversarial attacks
is a significant challenge that requires considering the basic
security principles: confidentiality, integrity, and availability.
Contribution. In this paper, we present a testbed imple-
menting a secure, lightweight, and portable health monitoring
system, with the focus on securing data sent from the patient
to the hospital by applying the physical layer’s security bit
flipping technique namely gray code, while preserving the
critical clinical features, and transmit the data based on the
channel awareness. Besides, we address and adopt two existing
adversarial models with two significant attack scenarios. The
attacker can infer the link between the two communicating
nodes while being located remotely in the Cloud or being
physically located close to the patient. As well as being able
to disclose the content of the packets sent by the patient.
Finally, we prove that the proposed system with physical layer
security (gray code) applied is capable of countermeasure
these scenarios.
Paper Organization. The remainder of this paper is organized
as follows: Section II highlights and summarizes the recent
contributions in the field of secure eHealth and IoT, while
Section III provides an overview of the general eHealth system
architecture. Section IV present the adversarial models and
their associated attack scenarios. Section V addresses the



proposed solution that preserves patient privacy, as well as the
experimental results. Finally, Section VI wraps the findings in
this paper and draws some future directions.

II. RELATED WORK

An electrocardiogram (ECG) records the electrical signals
of the patient heart and detect if normal or abnormal [1], [9],
[10]. Due to the essential technical flaws and limitations of the
existing remote ECG monitoring systems, it becomes prone to
security and privacy threats.

Ibaida and Khalil [11] presented a system where body
sensor nodes are used to monitor the patient’s physiological
signals such as body temperature, electrocardiography (ECG)
signal, blood pressure, and glucose level. Via Bluetooth, read-
ings are transmitted to the patient’s PDA, where steganography
is applied to data, using wavelet transformation to obfuscate
the patient’s information. Steganography results in extensive
computations [12], and thus, requires more computational
power. This approach is not applicable when performing di-
agnosis or monitoring a patient due to the high computational
power.

Basu et al. [13] proposed a smart heart monitoring sys-
tem using Raspberry Pi 3B+. The system uses noninvasive
sensors to monitor patients’ vital parameters such as heart
rate, SpO2, and body temperature. The Pi is used for data
acquisition, processing, and transmission over the WiFi to the
hospital/physician using MathWorks cloud. The patient data
are sent over WiFi, where Socket Secure Layer (SSL) and
Transport Layer Security (TLS) is applied. The data is sent
to a cloud storage service named ThingSpark. Relying only
on SSL or TLS for securing transmitted data is not enough to
prevent an adversary from disclosing the packet content [14].

Ghosh et al. [15] developed a real-time encoding scheme
that performs iterative and approximation of wavelet coeffi-
cients for the sparse encoding the ECG signal. This method
is used to reduce the bandwidth and energy consumption
of the WBSN devices. The encoding scheme compresses
the ECG signal while still preserving the essential clinical
features. The experiment was conducted on a real-time micro-
controller based IoT platform that serves as an end-to-end
WBSN system. Experimental results show that at a system-
level, the decrease in energy consumption is 96%, with an
imperceptible impact of 2% on the ECG signal quality.

Zhao et al. [16] illustrated a portable system implementation
based on a low power ECG acquisition system named CareON,
which uses the ECG acquisition chip ADS1292R. CareON
extracts the ECG signals steadily and accurately, then sends
them to the Cloud for analysis using 4G mobile technology.

III. SYSTEM ARCHITECTURE

Figure 1 illustrates the system architecture, which consist of
three main components: Patient (Client) Side, Cloud, Hospital
(Server) Side. Each component has its own role described as
following:

Patient side. Is an IoT device that has multiple biomedical
sensors attached to it. As a client, it performs data collection,
processing, and finally, transmission of the data.

Hospital side. A secure server that actively receives patients
medical readings, stores them securely according to the in-
dustry standards, and share them with the physician whenever
requested.

Cloud. Serves as a gateway for exchanging data between the
patient device and hospital.

Since the presented architecture is aimed towards portability,
the patient device is battery operated (in our case via power-
bank) and connected to the Cloud through a WiFi link. At the
same time, the hospital server is connected through a physical
link. Visualizing the patient data machine is also assumed to be
connected through the WiFi when requesting and visualizing
the data.
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Fig. 1. Overview of a Portable Telemedicine System Architecture

IV. ADVERSARIAL MODEL(S)

In this section, we describe existing adversarial scenarios
that could be set-up by an adversary. We focus on two separate
adversarial scenarios, to disclosing the packet content of the
patient data with the existing packet inspection techniques.
We highlight that the adversary intention is to eavesdrop and
visualize the content of the packet passively.

First, the adversary is located within the Cloud. Secondly,
the adversary is physically within the perimeter and reasonable
proximity of the patient. The adversary is assumed to be able
to perform traffic collection and analysis in both scenarios.

A. Scenario I: Adversary in the Cloud

We consider that the Cloud is compromised by the adver-
sary [17] and his actual location is unknown, i.e., anywhere
within the Cloud. We assume that the adversary is aware of
the patient’s IP address, and ports used for communications.
Given this information, we consider the adversary passive
and perform a wide array of attacks, specifically: Man in
the Middle Attack. By intercepting and capturing the flow of
packets generated by the patient, the adversary can disclose



the packet content using packet inspection techniques [14].
Figure 2 illustrates the adopted adversarial setup.
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Fig. 2. Adversarial Set-up in Scenario I, where the cloud is compromised by
the adversary

B. Scenario II: Adversary within the Patient Proximity

This scenario is adopted from [18], and we consider that the
adversary is at the patient location. Figure 3 illustrates the ad-
versarial set-up when the adversary is positioned with a certain
proximity of the patient (several meters away). The adversary
is presumed to have obtained the IoT device’s MAC address
that acquires and transmits the patient readings. Additionally,
the adversary knows which access point the patient device
is connected to. We emphasize that the adversary is only
eavesdropping on the WiFi link between the IoT device and the
access point. Thus, the adversary is capable of reading the data
exchanged between the IoT device and access point based on
the adopted aforementioned set-up we discussed previously.
With the appropriate tools and configurations, the adversary
can either deploy an IoT based logger or use a laptop to log the
transmitted data. The adversary will then be able to disclose
the packet content and visualize it.
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Fig. 3. Adversarial Set-up in Scenario II, where the adversary is located near
the patient

V. PROPOSED SOLUTION

In this section, we illustrate and describe the proposed
system architecture.

We propose a secure, lightweight, and portable solution
that acquires several readings, applies physical layer secu-
rity (gray code), and transmit the readings over-the-air. We
considered the classical client–server architecture, where the
client is a battery-powered IoT device held by the patient, and
the hospital manages the Server. The acquired readings are
transmitted from the patient network to the Cloud then to the
hospital server, where the physician can view and visualize
the readings. For the client-side, we adopted HealthyPi v4
shield [19] as it provides several biomedical readings and
attached it to Raspberry Pi 4 Model B to acquire, secure (based
on the channel quality), and transmit the readings. We consider
any changes in the Received Signal Strength Indicator (RSSI)
indicates that an adversary is eavesdropping on the WiFi link.
Based on the channel quality, the Pi will either apply or not
apply the bit-shifting technique, and finally, send the data.
This information is included in the transmitted data to inform
the receiver (Server) if physical layer security is applied to
the data or not. The following subsections describe the exact
functionality of these components.

A. HealthyPi

HealthyPi v4, shown in Figure 4, comes with three different
biomedical sensors: ECG, SpO2, and Temperature. The shield
is equipped with an ESP32, a low power and cost micro-
controller, for data collection and transmission over WiFi
or Bluetooth. We used the shield serial pins to transmit the
data when attached to the mini-computer to fit our proposed
solution.

Fig. 4. HealthyPi–V4

B. Raspberry Pi

The Raspberry Pi (shown in Figure 5) acquires, applies
physical layer security techniques, and transmits the data.
Furthermore, it applies security based on the wireless channel
quality by measuring the RSSI between itself and the patient
Access Point. First, the data is continuously sent through a
serial connection by the shield and read by a Java application
running on the Pi. Secondly, before transmitting the data, the
Raspberry Pi measures the RSSI between itself and the access
point. The RSSI value is compared to a predefined unknown
(to the adversary) threshold (α). In case the RSSI is less than



α, the data is transmitted without applying any security. If
the RSSI is greater than α, security is applied to the data
and then transmitted [20]. For the receiver to know if the
security is applied or not, we include a field with the data
named encryption flag to indicate any changes. Algorithm 1
illustrates the exact steps for data is transmitted. We define α,
which represents a specific RSSI value.

Fig. 5. Raspberry Pi 4

Algorithm 1: Client (Raspberry Pi)

RSSI = measureRSSI();
while true do

acquireData();
if RSSI < α then

transmit();
end
if RSSI > α then

secureData();
transmit();

end
end

Functions implemented on the Raspberry Pi.

Measure RSSI. As the name suggests, this function is used
to measure the RSSI between the Raspberry Pi and the access
point.

Acquire Data. This function is used to acquire the data read
by the shield.

Secure Data. This function is used to apply the physical layer
security, gray code, on the data acquired for the HealthyPi.
Additionally, the Encryption Flag is set to 1 in case gray
code is applied. Alternatively, left as its default value (0).
Results show that this approach leads to strong confusion for
a potential eavesdropper. In fact, when around 50% of the data
gets flipped, the attacker becomes unaware of what is actual
and what is fake data [20].

Figure 6 illustrate the data frame structure of the packet
generated by the Raspberry Pi and sent to the Server.

Header IP TCP Data Footer

Temperature 𝐒𝐩𝐎2 ECG Respiration Encryption Flag

Fig. 6. Data frame fields within the transmitted packet

C. Hospital Server

The hospital server (receiver) runs a TCP Java socket ap-
plication. Once a client is connected, the data is continuously
received, and each value is set to the following corresponding
field in the received object: Temperature, SpO2, ECG, Respi-
ration, and Encryption Flag.
The server checks if security is applied to the data by checking
the encryption flag (recall Figure 6). If gray coding is applied
(flag = 1), the data is then decrypted/constructed back to its
actual values and then visualized. If gray coding is not applied
(flag = 0), the data is directly visualized. Algorithm 2 describes
the exact steps performed once the Server receives the data.

Algorithm 2: Receiver (Hospital Server)

while client.isConnected() do
receive();
if data.isEncrypted() then

constructData();
visualizeData();

end
if !data.isEncrypted() then

visualizeData();
end

end

Functions implemented on the Hospital Server.

Receive. This function is used to receive the data continuously.
is Encrypted. A function of the Data class, to check if
encryption is applied or not, i.e., the flag is set to 1 or 0.
Construct Data. Also a function of the Data class, to con-
struct/convert the actual data from the received gray code data.

Experimental Results. we implemented the aforementioned
proposed system on a small scale test-bed using the following
equipment:

• Laptop running Windows 10.
• D-Link DIR-822 WiFi Access Point.
• Raspberry Pi 4 Model B, running Debian OS.
• HealthyPiv4.



Fig. 7. ECG Signal acquired by the Raspberry Pi

Fig. 8. ECG Signal transmitted by the Raspberry Pi

Fig. 9. ECG Signal received by the Hospital Server

Figure 10 illustrates the IoT based data acquisition and trans-
mission devices, which has the HealthyPiv4 that combines all
the sensors (SpO2, Temperature, and ECG) attached to the
Raspberry Pi and powered by a power-bank.

𝑺𝒑𝑶𝟐 Sensor
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Fig. 10. Data acquisition and Transmission Set-up

On the Raspberry Pi, the α value is set to −70dBm. We
used the laptop to emulate the hospital Server and performed
data collection while connected through the WiFi. The results
show that the proposed approach is proved to preserve the
patient transmitted biomedical data. The data obtained by

the adversary does not include any useful information when
visualized. Figure 7 shows the actual signal acquired by
the Raspberry Pi, while Figure 8 illustrates the transmitted
signal by the Raspberry Pi. Clearly, an eavesdropper unaware
of the encryption process will not be able to extract any
meaningful information from this signal. Finally, Figure 9
shows the received and constructed signal by the Server, which
clearly matches the initial signal shown in Figure 7. Hence,
by comparing the aforementioned figures (7, 8, and 9), we
see that the proposed approach has rendered the data, making
it meaningless for an eavesdropper to infer on the data. The
only entity that can recover the data to its original form is the
hospital.

VI. CONCLUSION

In this paper, we presented an actual implementation and
evaluation of a secure, lightweight, and portable IoT-based
health monitoring system. Several existing adversarial scenar-
ios were presented, where an attacker could intercept the traffic
generated by the patient and infer on the data. Physical layer
security technique is applied to the data, namely gray code,
to preserve patient confidentiality and privacy. Furthermore,
we utilized the channel quality metric to sense the presence
of an eavesdropper before data transmission over WiFi. The
system implementation is based on a HealthyPiv4 attached
to a Raspberry Pi powered by a battery, namely power-bank.
The readings are first acquired from the HealthyPi shield by
the Raspberry Pi (through serial pins). Then the Raspberry Pi



checks the RSSI between itself and the access point to check
if the RSSI value is less or greater than a predefined α value.
In case the RSSI is greater than α, which indicates that a third
party is observing the channel, the gray code is applied to the
readings and transmitted. Otherwise, if RSSI is less than α,
then the readings are transmitted without applying gray code.
We tested the proposed system implementation, and we were
able to verify that it can countermeasure any type of attack on
the user data and privacy.
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